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1 Requirements

e Implement GSS policy for Secure PTLRPC framework.

e Implement Kerberos 5 mechanism for GSS policy.

Note: the overall structure is borrowed from NFSv4 impleta&aon in Linux.

2 Functional Specification

2.1 GSS policy

The structure has been discussed in “security APl HLD”. Atheogeneral Lustre
security API framework, the GSS is one policy implementatiealize all the re-
quired API functions. GSS itself is also an general disp&ghr, it prescribed a
set of GSSAPI functions and dispatch function calls to acirsederlying mecha-
nisms, and provide general support for all of them.

On the other hand, GSS is equivalent of standard user-spg@8&H library, but
implemented in kernel, and with some modifications (only lasgt of the func-
tionality is needed, and some change on interface) in falemel environment.



2.1.1 interface to security API

GSS implemented all prescribed API functions, includegydiunctions on client
& server side, and context functions. It will implemente Adof data protection
level: integrity andprivacy.

Beside the upper level lustre message data, GSS policydheuwlble to extend to
pack arbitrary extra data into request and reply messayesparently to PTLRPC
layer. Those extra data will also under protection of intggrr privacy.

2.1.2 support for mechanisms

GSS policy layer will provide general support for all ungary mechanisms:

¢ A unified pack/unpack method as well as internal buffer layarrange-

ment, respectively to integrity mode and privacy mode, b@lused for all
RPCs.

e A unified on-wire data format will be used for all RPCs.

e A mechanism of protection from replay attack will be implertezl in GSS
policy layer, independent to any underlying mechanisms.

e GSS policy layer will handle all interactions with user spataemons, if
needed, for all mechanisms.

e Secure reply ACK might be able to implemented in GSS poliggtaas an
extra data payload.

2.1.3 security context negotiation

There’s 2 user space daemons which help security contegtiaggn: Igssd run-
ning on client side, antsvcgssd running on server side.

Igssd will accept request from kernel, authenticate with autivation servers
(e.g. KDC in kerberos 5 enviroment), prepare gss negotidb&en, verify re-
ply token, and generate client side context for kernel.

Isvcgssd will accept and parse gss negotiation token, prepare regnt and
generate server side context for kernel.
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Currently Igssd and Isvcgssd only support Kerberos 5 mashmibut they should
be able to be extended to support other mechanisms in thefutu

For the message exchange during negotiation, user daerhopass to kernel by
ioctl(), and kernel will responsible to sent the messagegisormal PTLRPC.

2.2 Kerberos 5 mechanism

Kerberos 5 is one backend mechanism of GSS policy, realezpriésscribed GSS-
API functions. Driven by GSS policy, Kerberos 5 mechanismldo

e recongnize Kerberos 5 security context data passed frorrspsee.
e perform security transform upon given data, using seceotytext.

e pack/unpack data in gss/krb5 specific way.

3 Use Cases

3.1 Context establishment of gss/krb5

1. client: refresh a context, call into gss_refresh_ctx().

2. client: gss policy do upcall to user space daemon Igssd.

w

client: Igssd authenticate with kerberos KDC, preparesage token, call
ioctl into kernel.

client: send the token to lustre server via PTLRPC.
server: parse the incoming request, hand it to gss policy.

server: gss policy do upcall to user space daemon Isvcgssd

N oo g &

server: Isvcgssd verify the token, generate reply tokelsarver side secu-
rity context, call ioctl into kernel.

8. server: gss policy install the security context via krib&chmanism, and send
back reply token to client.



9. client: return the reply token to user space daemon Igssd.

10. client: Igssd verify the reply token, generate cliedesecurity context, call
ioctl into kernel.

11. client: gss policy install the krb5 security context kia5 mechanism.

4 Logic Specification

4.1 buffer arrangement

General rules:

e on wire data must conform to lustre_msg_v2, we use embeddé&e | msg_v2
to pack any extra data.

e No matter what data transform we need, we should try to ptelaga copy
around as possible as we can.

In integrity mode, signature will be the last segment ofreisinsg_v2, and com-
puted from all the precede segments. We allocate the whedelbddfer at begin-

ning, and compute pointers to point to respect portion irbtiféer, thus we totally

avoid unnecessary data copy.

In privacy mode, as the initial implementation we allocagparate buffers for
clear text and cipher text, for simplicity. This might addhemerable memory
consumption, some RPC (e.g. part of a transaction) willfiorea long time thus
also keep all the buffers for a long time. Later we might cdesireduce the
memory usage by using only one buffer. In any cases, the wagsage only
contains one segment which is the cipher text.

4.2 context negotiation
The procedure is essentially the same as normal gss negotidtt usually take

one or more message exchange between 2 peers to establishrisayssontext.
The transferred data is prepared by user space daemongexuificsto the actual
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authentication mechanism it use. The kernel ptirpc onlgoasible to send those
message to target place and receive reply as blobs of data.

When user space call ioctl into kernel, it come with inforfmatabout local client
obd and remote node, then kernel could find a proper obd_ ingowat using nor-
mal RPC path to sent out the request and receive reply. Aaftary should be
added on ptlrpc_request to indicate bypassing all furtkeusty transforming.
Just like other RPCs, the negotiation RPCs has the same timpaecovery.

After context negotiation complete successfully, serviéirsgnd back a “context
handle”, which is simply a number or so. For subsequent RRGess, client
must present the “context handle” in the message, thusrseowdd find the cor-
rect corresponding security context to handle the request.

4.3 Kerberos 5 environment

The service name for MDS idustre mds’, for OSS is 1ustre oss’. Accord-
ing to Kerberos 5, each service principal must bind with FQhkere the ser-
vice resident. So for each MDS, sysadmin should add a sepvineipal “lus-
tre_mds/hostname@REALM” in KDC, and “lustre_oss/hosthame@REALM” for
each OSS.

For each of the service principal, sysadmin also shouldrgéme servicéeytab
file, and install on each server node, usuallyetd/krb5.keytab. This is the cre-
dential which will be used to verify context negotiation uegts.

On client node, a user must log on Kerberos 5 network at fireichvusually
involves invoke/bin/kinit and type in password, and got a Ticket Grant Ticket
(TGT) from KDC, and cached at /tmp for further use.

Suppose useklicetriggered a context negotiation, following is what will hpsgm:
1. kernel do upcall to Igssd, with Alice’s uid, service typeds or 0ss), target
NID, and client obd’s uuid.

2. lgssd obtain server’s hostname via target NID, conssentice principal,
construct request and encrypt using cached TGT, and sendsetp KDC.

3. KDC: generate sessions keys, encrypt with service keyAdind’s key re-
spectively, and send reply back.



4. Igssd decrypt reply got session key. Construct requesthwihclude the
session key encrypted with service key, send to server noalé&érnel ptl-
rpc service).

5. Isvcgssd verify the request, decrypt and got session Kegastruct reply
and encrypt with session key, send back to client node (vinekeotlrpc
service).

6. Isvcgssd notify kernel (server side) to install the cahteith the session
keys.

7. lgssd verify reply, notify kernel (client side) to indtdie context with the
session key.

8. Now the in-kernel security context has been established.

We can see Kerberos 5 is somewhat bind to TCP/IP environmamnth means
each lustre node also must has TCP/IP environment.

Currently there’s 2 major implementations of KerberodT version which is
the standard in RedHat/Fedora, Debian, and many othercdistms; Heimdal
version which is standard in SUSE, maybe more. Firstly wg @odus on MIT
Kerberos, Heimdal support maybe added later.

4.4 context cache, and user space daemons

Here we follow what NFSv4 is doing. We adapt the NFS daemoih& tased as
lustre gss daemon, and use the same mechanism to commuretaten user
space and kernel: On client we use pipefs to send contextiaigo request to
and receive client side context from user space; On sereemtisd” filesystem
is used to do the job. On server side, we also use the genetad €acility from

NFS to cache the server contexts, just like NFS4.

We omit more description about the NFS4 stuff: pipefs, nfibyistem, general
cache.

For above reason, Lustre might have some dependence on NFssihbuld be
enabled in kernel, “nfsd” and “pipefs” filesystem should beumted, and so on.



4.5 replay attack protection

A simple algorithm which specified in RFC 2203 is used to prbteplay attach.
Each request contains a sequence number, and server mathéesequence num-
ber window to track whether a sequence number have alreaahytizndled or not.
Client also make sure the reply sequence match the requpstrsee.

4.6 secure reply ACK

to be added.

4.7 credential of root user

This is for kerberos 5 case only. Instead of using “root@REALa special ser-
vice principal ‘lustre_root/node@REALM” should be created in KDC database,
and generate service keytab file to be installed on all cienxles. Client dae-
mon Igssd will use the keytab for root user. By doing thistneger don't need
password to mount lustre.

This introduce a problem that any guy who has root permissiomny of the

client nodes will have the root privilege on lustre filesysteSo MDS should

decide treat principalltstre_root/node@REALM” as real root user or map it to
another less privileged user.

4.8 GSSAPI interface

1. u32gss import_sec context(struct kvec *token, struct gss_ctx *ctx)

e @token: token which encoded security context.
e @ctx: gss context.

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

Import security context which encoded in @token into gssedr@ctx.



2. u32gss delete sec context(struct gss _ctx *ctx)

e Return GSS_S COMPLETE if succeed, otherwise return gss err
code.

e Can't sleep.

Destroy gss context @ctx.

3. __u32gss copy_reverse context(struct gss _ctx *ctx, struct gss_ctx *ctx_new)

e Return GSS_S COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

Copy gss context @ctx to @ctx_new, and make it be reverse one.
4. u32gss inquire _context(struct gss_ctx *ctx, unsigned long * endtime)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Can't sleep.

Obtain the expire time of gss context @ctx.

5. u32gss get mic(struct gss _ctx *ctx, struct kvec *msg, int msg_count,
struct kvec *mic_token)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

Generate MIC on data (@msg_count of vector @msg), and st@emic_token.

6. __ u32gss verify mic(struct gss_ctx *ctx, struct kvec * msg, int msg_count,
struct kvec *mic_token)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.
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Verify MIC in @mic_token upon data (@msg_count of vector @jms

7. __u32gss wrap(struct gss _ctx *ctx, struct kvec * msg, struct kvec *out_token)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

Encrypt data @msg and store cipher text in @out_token.

8. u32gss unwrap(struct gss ctx *ctx, struct kvec *in_token, struct kvec
*msg)
e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.
e Might sleep on memory allocation.

Decrypt cipher text in @in_token and store clear text dat@msg.

9. u32 gss get mic_bulk(struct gss ctx *ctx, Inet_kiov_t *data, int vec-
size, struct kvec *mic_token)

e Return GSS_S COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

10. __ u32gss verify_mic_bulk(struct gss_ctx *ctx, Inet_kiov_t *data, int vec-
Size, struct kvec *mic_token)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

11.  u32gss wrap bulk(structgss ctx *ctx, Inet_kiov_t*in_data, intin_vecsize,
Inet_kiov_t *out_data, int out_vecsize, struct kvec *out_token)

e Return GSS_S_COMPLETE if succeed, otherwise return gss err
code.



e Might sleep on memory allocation.

12. _u32gss unwrap bulk(struct gss _ctx *ctx, Inet_kiov_t*in_data, intin_vecsize,
Inet_kiov_t *out_data, int out_vecsize, struct kvec *in_token)

e Return GSS_S COMPLETE if succeed, otherwise return gss err
code.

e Might sleep on memory allocation.

4.9 Kerberos 5 mechanism

This part we also follow NFS4 implementation, using the saragand pack/unpack
data, except we should support more cipher algorithms ast fer those mostly
used algorithms used in Kerberos 5.

5 State Management
6 Alternatives

7 Focus of Inspection
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