
Size-On-MDS HLDVitaly Fertman2006-07-211 Introduction.The current HLD introduces the 'Size-on-MDS' metadata improvement, whichincludes the caching of the inode size, blocks, ctime and mtime on the MDS.Such an attribute caching allows clients to avoid making RPCs to the OSTs to�nd the attributes encoded in the �le objects kept on those OSTs what resultsin the signi�cantly improved performance of listing directories.2 Requirements.2.1 Use case requirements
• ls -l is much faster2.2 Architectural requirement - IO epochsAn IO epoch mechanism is introduced that allows for two attribute retrievalmechanisms:
• OST based when �les are active for IO
• MDS based when �les are not active for IOBroadly speaking an IO epoch for a �le starts when a �le is opened for writingand closes when (i) the �le is closed (ii) the IO caches have been �ushed.Notice that failures in each of these phases can happen due to node crashes(clients, OST's or MDS's). 1



2.3 Functional requirements
• The MDS caches the �le size, blocks, mtime and ctime, it has an authorityon these �le attributes while �les are not opened for write.
• The clients go through the existing mechanisms from LOV to the OSTs tocollect the attributes managed by the OSTs on the individual data objectsthat make up a �le, during an IO epoch or if Size-on-MDS caching is notenabled.
• The attribute caching is re-enabled when the IO epoch closes and at-tributes are updated on the MDS.
• The consistency of the cached attributes and the original values encodedin the �le objects is managed in the face of any system crashes.3 Summary of the solution.3.1 Current operation.The MDS has an authority for some inode attributes, but not for all of them.Some of the attributes, such as size, blocks, mtime and ctime, are encoded onthe MDS and the �le objects kept on OSTs that make a �le. Clients to get the�le attributes need to make a rpc to the MDS and a rpc to every OST whichholds an object of the �le.3.2 Proposed operation.The MDS has the authoritative �le size, blocks, ctime and mtime attribute undernormal circumstances, when �les are not open on the MDS. Sending them inreply to getattr request from clients, the MDS indicates that attribute cachingis enabled. The client, obtaining the cached attributes through getattr requestsfrom the MDS, also gets a read lock over them.The MDS loses control over the �le size when a �le is opened for write, and allthe given locks are canceled. Since this point the inode revalidation routines willnot acquire the proper attribute values from the MDS but instead they have togo through the LOV to the OST's to collect the sizes, blocks and times of the�le objects.The MDS gains the authority back when all the writers close the �le and submitthe updated attributes on the MDS. All the clients lose the attribute MDS locksagain as the result of the attribute update and the following getattr rpc alreadyobtain the cached attributes. 2



3.3 Enabling the Attribute Caching.All the operations that may change any of the following attributes � size, blocks,mtime, ctime � on the OSTs need to inform the MDS about the start andcompletion of the operation. This information is needed to the MDS to disableand to enable caching correspondingly. There are the following operations: write,mmap, truncate.1. The MDS is informed about the write and mmap at the �le open request.2. The MDS is informed about the truncate at the check permission request.3. The MDS is informed that the write �nished on the close. It also may beable to update attributes if a client sends them along with the close rpc.4. The client sends attributes with the close only if it has no dirty cache(otherwise blocks is not known yet) and it has attributes under the locksfrom the MDS and [0;eof] locks from all the OSTs (to not miss utime(2)or a parallel write from another client). If one of these conditions fail, theclient does not try to obtain the valid attribute values, it just sends theclose rpc without attributes.5. The client sends WRITE_DONE rpc when its dirty cache is �ushed toinform the MDS it is not going to write to objects anymore. The clientsends attributes along with the rpc if it knows the valid attribute values.The same rpc is used for the truncate to inform the MDS the operation�nished.6. The MDS updates the inode attributes with the ones sent with close orWRITE_DONE and re-enables attribute caching only if it was an exclu-sive writer (writes from 2 clients could happen in the order reversed tothe order closes come to the MDS and the received attribute values couldbe already obsolete).7. When all the clients have �ushed their caches and closed the �le, the MDSasks the last closer to obtain the valid attribute values and send them backto the MDS with another SETATTR rpc.8. Having a request from MDS to update the attribute on the MDS, clientmakes getattr rpc's to OST's which keep the �le objects, followed by se-tattr rpc to MDS.9. To avoid holding locks over the attributes while a client updating theattributes on the MDS, the MDS contol if any client informs it aboutcoming write or truncate operation while attributes from the OSTs are onthe way and just ignore that update if so.3



3.4 Logging.The issue with re-enabling �le attribute caching on MDS is one of propagatinginformation about object attribute (�le size, blocks, mtime and ctime) changeson OSTs, to the MDS. In order for such information not to be lost somewherein the middle of the way to the MDS, a llog record needs to be maintained onOSTs:1. The OST create a llog record transactionally along with the attributechanges on a persistent store(disk).2. When the MDS commits the attribute update on the persistent store(disk)it also initiates the cancellation requests for the corresponding log recordson OSTs.3. The log record must exists until the cancelation or a destroy request isreceived on the OST.3.5 Recovery.3.5.1 Recovery from a client failure.The recovery from a client failure is that the MDS performs the client eviction.All the �les opened by this client must be closed. If this client was the last writerfor a �le, MDS must update attributes. As there is no way to get an updatefrom the client, the MDS has to ask the OSTs for the replay logs by itself, and toapply any obtained attribute update to the MDS inodes. After that, the MDSsends out the cancelation requests to the OSTs.This recovery is transparent for other clients in the cluster, the MDS indicatesthem it does not have attribute caching enabled on such inodes and the clientsobtain them from OSTs.3.5.2 Recovery from an MDS failure.At the time of an MDS failover, the MDS does not know which �les were opened,which closed but still needed an attrbute update, therefore the MDS attributecaching is disabled for all the �les until the synchronisation with the OSTs�nishes. The MDS reconstruct the state of inodes during the recovery withclients, they replay to the MDS open, close, WRITE_DONE, SETATTR, etcrequests � all that is needed for the inode state reconstruction. The clients areable to proceed their work with the MDS after that.However, if a client was evicted and the MDS did not �nish inode attribute syn-chronisation with OSTs before the MDS failure, there could be missed attributeupdates kept on OSTs yet. Thus the MDS fetches the list of inodes that have4



pending attribute update logs on OSTs, obtains the up-to-date attributes forall the inodes that are not opened for write (during the recovery with clients orby client after that), update the attributes and cancel the processed attributeupdate logs on the OST's.3.5.3 Recovery from the MDS and an OST failure.At the MDS failover time, the MDS does not know which �les need an attributeupdate. If the MDS cannot obtain the logs of a failed OST, it does not enableattribute caching for all the �les at all. After the OST failover, when the MDShas processed all the OST logs, it enable the global attribute caching again.3.5.4 The network failure between a client and the MDS.The MDS performs the client eviction, however if OSTs have not evicted theclient, and the client still has a dirty cache, the client may �ush it after the MDSrecovers all the �les opened by the client. To sort this out, the MDS recover such�les holding the locks over the �le objects on the OSTs.4 De�nitions.IO epoch. The inode on the MDS is in the IO epoch if somewhere in the clusteran IO can be initiated through interaction with OST's.IO epoch number. The number that uniquely identi�es the epoch an inodeis in. The IO epoch number in the inode is initialized by the IO epochsequencer.IO epoch sequencer. The MDS global IO epoch number which will be a ran-dom number from boot time which is increased each time a new epoch isstarted on an inode.Valid Inode Attributes.
• The client has the valid attributes when it has the UPDATE lockon the MDS attributes and the 'Size-on-MDS' caching is enalbed forthis inode on the MDS.
• If caching is not enabled, the UPDATE lock from the MDS is notenough, the client must not have a dirty cache and needs all the[0;eof] extent locks from all the OSTs. The lock from the MDS isneeded to not miss utime(2), other locks to not miss a parallel writefrom another client. If a client has a dirty cache, it does not knowthe correct blocks value yet.5



5 Functional Speci�cation.The global 'Size-on-MDS' �ag.
• This is the MDS only �ag that indicates if the Size-on-MDS caching isenabled at all.
• It is disabled at the MDS failover time until the MDS gets synchronisedwith OSTs.The inode 'Size-on-MDS' �ag.
• The �ag is set on the inode when its 'Size-on-MDS' caching is enabled onit.
• The MDS sends the �ag along with the attributes in reply to getattrrequests to indicate the caching is enabled on the inode.
• The clients also set this �ag in the inode to remember the MDS has theauthority over size/blocks/mtime/ctime attributes.The inode 'Attribute Change' �ag.
• This �ag is set into an inode by the client which has changed one of theconsidered attributes (size, blocks, mtime, ctime).
• The �ag is passed to the MDS when the client closes the IO epoch.
• The MDS keeps the �ag in the inode to know if an attribute update isneeded at the end of the IO epoch.The 'open IO epoch' �ag.
• The �ag is sent by a client to the MDS to open an IO epoch before anywrite IO to the �le objects happens.The 'close IO epoch' �ag.
• The �ag is sent by a client to the MDS to indicate the client closes the IOepoch. I.e. no IO initiated by this client may happen with the �le objectsanymore.The 'OST synchronisation' �ag. 6



• The inode �ag that indicates the inode on the MDS is in the OST syn-chronisation state.The inode IO epoch holder counter.
• The MDS counts the clients that has opened IO epoch on the inode, thoseare epoch holders until they close the IO epoch. The epoch is closed onan inode when epoch holder counter is 0.The inode IO epoch number.
• The inode sets the number of the IO epoch the inode is in when an epochis opened.
• The inode continues to keep the number of the last IO epoch after theepoch ends to remember what was the last epoch, what is essential insome cases.
• The inode IO epoch number is returned to the epoch opener and is suppliedwith all the client requests within the epoch, including the epoch closerequest.The Attribute Update data.
• The Attribute Update consists of the inode attribute values, the llog recordcookies of the OSTs where changes in the �le objects took place, and anIO epoch number that the update belongs to.
• The client keeps the data in an inode until send it to the MDS in an IOCLOSE request.
• The MDS keeps it in an inode while they are considered valid until the IOepoch ends and the MDS �ushes it on disk.
• The Attribute Update is considered as valid by the client only if the inodeattributes are valid.
• The Attribute Update coming on the MDS along with the CLOSE IOepoch request is considered valid only if the 'Attribute Change' �ag is notset on the inode yet and no more client sends the 'Attribute Change' �agwith the 'Close IO Epoch' request. In other words, an Attribute Update isnot valid if at least 2 clients changes attributes within an epoch, becausethe writes may happen in the order reversed to the order closes come onthe MDS and the attributes could be already obsolete.The 'Attribute Update' inode queue.7



• The queue of inodes on the clients and the MDS which the MDS is waitingan Attribute Update for.The 'Attribute Update' thread.
• The distinct thread on the clients which walks through the 'AttributeUpdate' inode queue, obtains the Attribute Updates for each inode andsends it to the MDS.The 'Recovery Attribute Update' inode queue.
• The queue of inodes on the MDS that the MDS needs to obtain AttributeUpdates for by itself.The 'Attribute Update' llog record.
• The llog record on an OST indicates the object attributes have beenchanged. This is essential part of the 'Size-on-MDS' recoverability.
• The llog record contains the IO epoch number and the object id only.
• OSTs generate a special cookie which uniquely identi�es the llog record.It encodes the �le object id, which has got an attribute change, and theepoch number. This cookie is used for the quick llog record search therequest from the MDS points to.
• The llog record must exists until the MDS has written updated attributeson a persistent store or an unlink occures.
• There is no need to keep a separate llog record for every IO epoch forthe same �le object. The llog record just maintains the state 'an attributeupdate is needed on the MDS'.6 Use Cases.1. Client obtains the inode attributes. No IO epoch on the inode.

• The client enqueues GETATTR request to the MDS.
• The MDS sends the attributes.2. Client obtains inode attributes. The inode is in an IO epoch.
• The client enqueues GETATTR request to the MDS.
• The MDS sends the attributes, but no size, no 'Size-on-MDS' �ag,under the UPDATE lock. 8



• The client performs glimpse requests to OSTs.
• The OSTs send the attributes.3. Client opens a �le for write. No IO epoch on the inode.
• The client sends OPEN for write to the MDS.
• The MDS starts the IO epoch.
• The MDS cancels all the inode UPDATE locks have been given toclients.4. Client opens a �le for write. The inode is in an IO epoch.
• The client sends OPEN for write to the MDS.
• The MDS opens the IO epoch.5. Client truncates a �le. The inode is in IO epoch.
• The client checks the permissions on the MDS.
• The MDS opens an IO epoch.
• The client sends punch requests for the �le objects to the OSTs.
• The OSTs truncate objects, create corresponding llog records.
• The client sends WRITE_DONE request to the MDS.
• The MDS closes the IO epoch.6. Client truncates a �le. The inode is not in an IO epoch. The AttributeUpdate is sent along with the WRITE_DONE request.
• The client checks the permissions on the MDS.
• The MDS starts an IO epoch.
• The MDS cancels all the inode UPDATE locks have been given toclients.
• The client sends punch requests for the �le objects to the OSTs.
• The OSTs truncate objects, create corresponding llog records.
• The client sends WRITE_DONE request to the MDS.
• The MDS updates the inode attributes.
• The MDS re-enables the attribute caching.
• The MDS ends the IO epoch.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.9



7. Client truncates a �le. The inode is not in an IO epoch. The AttributeUpdate is not sent along with the WRITE_DONE request.
• The client checks the permissions on the MDS.
• The MDS starts an IO epoch.
• The MDS cancels all the inode UPDATE locks have been given toclients.
• The client sends punch requests for the �le objects to the OSTs.
• The OSTs truncate objects, create corresponding llog records.
• The client sends WRITE_DONE request to the MDS.
• The MDS returns EAGAIN.
• The client obtains the inode attributes.
• The client sends SETATTR to the MDS.
• The MDS updates the inode attributes.
• The MDS re-enables the attribute caching.
• The MDS ends the IO epoch.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.8. Client closes a �le. The last closer. None of clients changed attributes.
• The client sends close rpc to the MDS.
• The MDS re-enables the inode attribute caching.
• The MDS ends the IO epoch.9. Client closes a �le. The exclusive IO holder. The client's cache is �ushed.The Attribute Update is sent along with the close rpc.
• The client sends the close rpc to the MDS.
• The MDS updates the inode attributes.
• The MDS re-enables the attribute caching.
• The MDS ends the IO epoch.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.10. Client closes a �le. The last closer. All the writers �ushed their dirtycaches. 10



• The client sends the close rpc to the MDS.
• The MDS ends the IO epoch.
• The MDS returns EAGAIN to the client.
• The client obtains the inode attributes.
• The client sends SETATTR to the MDS.
• The MDS updates the inode attributes.
• The MDS re-enables the attribute caching.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.11. Client closes a �le. Not the last closer. The client has not changed at-tributes.12. Client closes a �le. Not the last closer. The client has �ushed its cache.13. Client closes a �le. The last closer. The client has not changed attributes.Some client still has a dirty cache.14. Client closes a �le. The last closer. The client has �ushed its cache. Someclient still has a dirty cache.
• The client sends the close rpc to the MDS.
• The MDS closes the IO epoch.15. Client closes a �le. The client still has a ditry cache.
• The client sends close rpc to the MDS.16. Client �ushes its cache. Some client still has dirty cache.
• The client �ushes the dirty cache to OSTs.
• The OSTs write to objects, create corresponding llog records.
• The client sends WRITE_DONE rpc to the MDS.
• The MDS closes the IO epoch.17. Client �ushes its cache. The exclusive writer. Attribute Update is sentalong with the WRITE_DONE rpc.
• The client �ushes the dirty cache to OSTs.
• The OSTs write to objects, create corresponding llog records.
• The client sends WRITE_DONE rpc to the MDS.
• The MDS updates the inode attributes.11



• The MDS re-enables the attribute caching.
• The MDS ends the IO epoch.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.18. Client �ushes its cache. The last closer. All the writers �ushed their dirtycaches.
• The client �ushes the dirty cache to OSTs.
• The OSTs write to objects, create corresponding llog records.
• The client sends WRITE_DONE rpc to the MDS.
• The MDS ends the IO epoch.
• The MDS returns EAGAIN to the client.
• The client obtains the inode attributes.
• The client sends SETATTR to the MDS.
• The MDS updates the inode attributes.
• The MDS re-enables the attribute cahing.
• The MDS ends the IO epoch.
• The MDS generates the llog record cancelation requests.
• The MDS sends the cancelation requests out.
• The OSTs removes the llog records.7 Logic Speci�cation.1. Inode IO epoch lifecycle.
• The IO epoch is uniqely identi�ed by a IO epoch number which allowsto distinguish one epoch from another.
• The IO epoch is used only to control the write activity on the inode.The MDS starts a new epoch before the �rst write IO and endsthe epoch when all the clients �nished their write operations and�ushed their caches, in other words when the IO epoch holder counterbecomes 0.2. Check if caching is enabled.
• The MDS checks if both global and the inode 'Size-on-MDS' �ags areenabled. 12



3. OPEN IO Epoch.
• This happens on an OPEN for write request or if an 'Open IO Epoch'�ag comes with some request.
• If IO epoch holder counter is 0, the IO epoch starts.
• The MDS increments the IO epoch holder counter.4. The IO Epoch Start.
• The MDS drops the 'Size-on-MDS' �ag in the inode.
• The MDS gets a new epoch number from the IO epoch sequencerand sets it to the inode.
• The MDS removes an inode from the 'Attribute Update' and the'Recovery Attribute Update' queues, the MDS also clears the 'OSTsynchronisation' �ag in the inode.
• The MDS cancels all the inode UPDATE locks have been given toclients.
• The client removes the inode from the 'Attribute Update' queue ifthe inode is in it, if the same client opens the epoch.5. CLOSE IO Epoch.
• This happens when a 'Close IO Epoch' �ag comes with some requestor on a client eviction.
• The MDS decrements the IO epoch holder counter.
• The MDS stores in the inode the Attribute Update comes with theCLOSE IO Epoch request if it is considered valid, but not updatesthe attributes until the epoch ends.
• The MDS drops the previously considered as valid Attribute Updatekept in the inode, if another 'CLOSE IO epoch' request comes with'Attribute change' �ag set.
• The MDS sets the 'Attribute Change' �ag on the inode if receives itin the 'CLOSE IO epoch' request. The MDS always sets this �ag inthe case of the client eviction.
• If IO epoch holder counter reaches 0, the IO epoch ends.6. The IO epoch End.
• An IO epoch ends when the epoch holder counter becomes 0. Thisis when the MDS needs to update the attributes and to re-enablecaching.
• TheMDS just re-enables the attribute caching if the 'Attribute Change'�ag is not set in the inode. 13



• Otherwise, the MDS updates the inode attributes if the inode keepsthe valid Attribute Update.
• If the MDS does not have a valid Attribute Update, it moves theinode into the 'Attribute Update' queue and returns EAGAIN in thereply to the 'Close IO epoch' request � this is the Attribute UpdateRequest.
• The response to an Attribute Update Request is a SETATTR requestthat contains an Attribute Update of the IO epoch the client hasclosed. If a SETATTR request related to another IO epoch comes,the MDS skips it. This avoids holding OST attribute locks whileperforming an attribute update and saves the MDS from obsoleteAttribute Updates from previous epochs if the case abother epochstarts while waiting for the Attribute Update.
• The MDS updates the attributes when an expected Attribute Updatecomes and it is considered valid, i.e. there is at least one cookie in it.Otherwise, there is no need to perform an update.
• The MDS re-enables the attribute caching, i.e. sets 'Size-on-MDS',clears 'Attribute Change' �ags in the inode and removes the inodefrom the 'Attribute Update' queue.
• The MDS updates the attributes on the persistent store and afterthat generates the cancelation llog record requests for all the cookiesreceived in the Attribute Update. The MDS packs the proper cookieinto every request.
• It also drops the Attribute Update kept in the inode.
• The MDS sends the cancelation requests out to the OSTs.7. The 'Attribute Update' llog record lifecycle.
• The llog record is created transactionally along with the attributechange on the persistent store on the �rst write IO on the �le object.
• The following write IOs do not change the llog record until one of thenext epoch come, in which case the OST schedules a transactionalllog record epoch number update along with the object attributechange.
• The log record exists until either a cancelation request from the MDScomes, indicating the MDS has committed the Attribute Update tothe persistent store, or a destroy request comes.8. GETATTR.
• The client sends GETATTR request to the MDS.
• The MDS checks if the 'Size-on-MDS' �ag is set. If not, the MDSchecks if the inode is in an IO epoch or is in 'Attribute Update' or'Recovery Attribute Update' queue. If not, the MDS sets the 'Size-on-MDS' �ag on the inode. 14



• The MDS packs the attribute into the reply. It packs size, blocks andthe 'Size-on-MDS' �ag in the reply only if the attribute caching isenabled on the inode.
• The client sends GETATTR request to the OSTs, if it does not obtain'Size-on-MDS' �ag from the MDS. This returns not attributes only,but the complete Attribute Update, i.e. the OSTs pack into the repliesthe cookies for the llog records if they exist. This feature is used inthe Attribute Update Request and in the MDS synchronisation afterfailover.
• The client merges the Attribute Updates obtained from the OSTsand keeps the result in the inode, only if the client is an IO epochholder. Otherwise, only attributes are kept.
• The client sets 'Size-on-MDS' �ag to the inode if obtains it from theMDS, otherwise it clears it.9. OPEN for write.
• The client sends the OPEN for write request.
• The MDS opens the IO epoch and sends the IO epoch number in thereply.10. TRUNCATE.
• The client sends SETATTR request to the MDS to checks the per-missions and updates the mtime/ctime. The client sends 'Open IOepoch' �ag along with this request.
• The MDS opens an IO epoch and sends the IO epoch number in thereply.
• The client sends punch requests for the �le objects to the OSTs alongwith the IO epoch number.
• The OSTs send the Attribute Updates in the replies.
• The client merges the Attribute Updates from all the OSTs and keepsthe result in the inode.
• The client sets the 'Attribute change' �ag in the inode.
• The client prepares and sends the Close IO Epoch Request and sendsit along with the WRITE_DONE request to the MDS.11. CLOSE.
• The following is performed only if the inode is in an IO epoch, i.e.opened for write.
• If the client has no dirty cache, it prepares the Close IO Epoch Re-quest, it will be sent along with the CLOSE request.15



12. FLUSH.
• The client �ushes its dirty cache to OSTs, sending along the IO epochnumber.
• The OSTs send the Attribute Updates in the replies.
• The client merges the Attribute Updates from all the OSTs and keepsthe result in the inode.
• The client sets the 'Attribute change' �ag is set in the inode.
• The client prepares the Close IO Epoch Request and sends it alongwith the WRITE_DONE request.13. Prepare the Close IO Epoch Request.
• The client packs the 'Close IO epoch' �ags and the IO epoch numberto the request.
• The client also packs the 'Attribute Change' �ag, if it is set in theinode.
• The client also packs the Attribute Update kept in the inode if it isconsidered valid.
• The client does not try to obtain the valid attributes if it does nothave them.
• The client drops the Attribute Update kept in the inode and clearsthe 'Attribute Change' �ag.14. Attribute Update Request.
• The client may receive EAGAIN error on the IO epoch close request.This indicates the MDS asks it for the Attribute Update for thisepoch.
• The client does not remove the relevant requests from the requestqueue (OPEN and CLOSE or WRITE_DONE) � it allows the clientto re-send these requests to the MDS during the MDS recovery andto reconstruct on the MDS the state the inode is waiting for a replyto the Attribute Update Request. They will be removed later whena con�rmation the Attribute Update is �ushed on disk on the MDSis received.
• The client puts the inode into the 'Attribute Update' queue.
• A distinct 'Attribute Update' thread on the client walks through thequeue and performs the attribute update for every inode in it.
• The attribute update involves the GETATTR requests to the OSTsthat keep a �le object to obtain their Attribute Updates, the clientmerges them and keeps the result Attribute Update in the inode.16



• If ENOENT is returned from an OST, the inode is being unlinked andthere is no need for an Attribute Update on the MDS anymore, theclient removes the inode from the 'Attribute Update' queue, dropsthe Attribute Update kept in the inode and clears all the relevant�ags in the inode.
• If the inode is still in the 'Attribute Update' queue, the client sendsthe Attribute Update kept in the inode in an SETATTR request.The request is sent with the IO epoch number that the client closedbefore.
• The client drops the Attribute Update from the inode and removesit from the Attribute Update queue.
• To perform the update, the MDS will need to merge these OST at-tributes with its own attributes. No lock is kept over the attributes,if another IO epoch starts, the MDS will skip this update.15. UTIME.
• Even if the client holds the IO epoch opened, the client sends a simpleSETATTR request, only new set attributes with no cookies, etc. Inthis case, there is no special handling of utime(2).
• If the inode is waiting for an Attribute Update on the MDS, it is up-date of the OST attributes whereas utime(2) changes MDS attributesonly. Thus the coming attribute update can be easily applied afterthat.
• As the attribute update is applied to the inode at once, there is noneed to remember the attributes are changed, moreover it does notconcern the OST attributes.16. UNLINK.
• The MDS removes the inode from the 'Attribute Update' and 'Re-covery Attribute Update' queues and clears all the relevant �ags onit. It also drops the Attribute Update kept in the inode.
• The MDS removes all the cancelation requests not yet sent to theOSTs.
• The OST removes the 'Attribute Update' llog record when a destroyrequest comes for the corresponding �le object.
• The client removes the inode from 'Attribute update' queue.17. Client eviction.
• The MDS closes IO epochs on all the �les opened for write by theclient. The MDS sets 'Attribute change' �ag on them to not miss achange made by this client.17



• The IO epoch may end for some of these �les. The MDS moves suchinodes into the 'Recovery Attribute Update' queue.
• The MDS walks through the 'Attribute Update' queue and moves allthe inodes, that wait for an Attribute Update from this client, to the'Recovery Attribute Update' queue.
• The MDS drops the Attribute Updates from those inodes that aremoved to the 'Recovery Attribute Update' queue.18. The MDS failover and synchronisation.
• The MDS drops the global 'Size-on-MDS' �ag until gets synchronisedwith all the OSTs.
• After the clients re-connect, they replay the pending requests to theMDS. All the requests that open or change a �le within an IO epoch,contain the IO epoch numbers. The MDS reconstructs which �les areopened, which are waiting for Attribute Updates, setting the correctIO epoch number, IO epoch holder counter, dropping the 'Size-on-MDS' �ag on the inodes, populating the 'Attribute Update' queue,etc.
• The MDS sets the 'Attribute Change' �ag to all the opened �les.The MDS does not know reliably what clients were connected to theMDS before the failure, thus this is impossible to detect if a failedclient changed and closed the �le before the failure. Only after thatthe recovery with the clients is �nished. The failed client is evictedfrom the cluster at the end of the MDS failover.
• The MDS initializes the epoch sequencer to the last IO epoch numberoccurred in the client replays.
• The MDS obtains from the OSTs the list of inodes that need anAttribute Update. The MDS also obtains the IO epochs numbersalong with the inode numbers. All the needed info is kept in the llogrecords on the OSTs. The MDS indeed needs a synchronisation withthe OSTs again due to not 100% reliable information what clientswere connected to the MDS before the failure.
• The MDS considers an inode needs a failover Attribute Update if theinode is not in an IO epoch and if not in the 'Attribute Update' nor'Recovery Attribute Update' queue yet, if all the IO epoch numbersobtained from the OSTs are not greater than the number that epochsequencer was initialised to at the failover time.
• The MDS moves the inodes that needs a failover attribute updateinto the special 'Recovery Attribute Update' queue, setting the 'OSTsynchronisation' �ag to them.Another reason for the MDS to synchronise with OSTs is Attribute Up-date kept in inodes not from the last IO epoch closers. If this is the only18



attribute change occurred within the epoch, the MDS �ushes this updateto disk. However, the request from the �rst client does not lead to thetransaction, from others do not contain the Attribute Update at all �these requests are not kept in the replay queues on clients. Thus if anMDS failure occures, the MDS needs to check there is no missed pendingAttribute Updates on the OSTs.19. 'Recovery Attribute Update' queue handling.(a) Client eviction.
• The MDS makes ENQUEUE GETATTR requests for every in-ode in the 'Recovery Attribute Update' queue, obtaining the At-tribute Updates for them.
• It is not a simple GETATTR here because if the problem is inthe connection between the client and the MDS, the evictiondoes not happen on OSTs and the dirty cache the client mayget eventually �ushed to the OSTs. To not be left with a wrongattributes on the MDS, the ENQUEUE request forces clients to�ush their dirty caches before obtaining the attributes.
• The MDS always perform the attribute update with values ob-tained with the ENQUEUE GETATTR in the 'Recovery At-tribute Update' queue even if the inode IO epoch has changed.It is possible if another client opens the �le, writes to the �le ob-jects and fails � then inode may get into the 'Recovery AttributeUpdate' queue again. However, the OST attributes are obtainedunder locks so values are correct.
• The MDS skips the attribute update obtained with the EN-QUEUE GETATTR if the inode is already not in the 'RecoveryAttribute Update' queue at the moment of receiving reply.
• The following steps are similar to the ones in 'the IO epoch end',except the queue is 'Recovery Attribute Update' one.(b) The MDS synchronisation.
• The MDS makes GETATTR requests for every inode in the 'Re-covery Attribute Update' queue that has a 'OST synchronisation'�ag set, obtaining the Attribute Updates.
• The MDS updates the inode with the obtained Attribute Up-date only if the inode still has 'OST synchronisation' �ag set.Otherwise, an IO epoch has been opened on this inode.
• The following steps are similar to the ones in 'the IO epoch end',except the queue is 'Recovery Attribute Update' one and theMDS clears the inode 'OST synchronisation' �ag too.
• The MDS sets the global 'Size-on-MDS' �ag, when the 'Recov-ery Attribute Update' queue has no more inodes with the 'OSTsynchronisation' �ag set.19



20. The MDS and a client failover.
• The actions are similar to the ones in 'the MDS failover and synchro-nisation'. Only the di�erence is mentioned.
• The MDS sets the 'Attribute Change' �ag to all the opened �les. Thisis needed as it is impossible to detect if the failed client changed andclosed the �le before the failure. Only after that the recovery withthe clients is �nished. The failed client is evicted from the cluster atthe end of the MDS failover.Question: the IO epoch sequenser cannot be correctly initialized if a clientevicted. The recovery with the clients cannot be �nished untilthe MDS gets synchronised with all the OSTs.21. The MDS and an OST failover.
• The MDS performs the failover. However, it does not know if some�le still needs an Attribute Update until all the OST have sent theirllog records to the MDS.
• The MDS re-enables the global 'Size-on-MDS' �ag, when it obtainsthe 'Attribute Update' llog records from all the OSTs.22. The MDS, a client and an OST failover.
• The client will be evicted from the cluster at the end of the MDSfailover.
• The global Size-on-MDS caching cannot be enabled until the MDSgets synchronised with all the OSTs.Question: the MDS cannot �nish the recovery with the clients until getssynchronised with all the OSTs, but at the same time it cannotsynchronised with all the OSTs. The system does not start.8 State Speci�cation.probably: inode on MDS (quiescent, opened for write, IO epoch, waiting forAttribute Update).probably: 'Size-on-MDS' �ag on an inode on the clients (attributes are cached,canceled on open for write, attributes not cached, cancelled on at-tribute update/left not cached if an IO epoch ends with no attributechange).
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9 Alternatives.1. Make CLOSE and WRITE_DONE rpc asynchronous.For the better performance it is possible to make close and write_donerpc asynchronous.2. Atime on MDS.The attribute caching on the MDS may also include the atime caching.However, in contrast to the attributes discussed above, the atime is changedon read, so the MDS needs to control open for read requests. The atimeis not so important and it is acceptable to lose its change � no OST logsare needed. All the readers are able to propagate the atime changes to theMDS on the close requests, and the MDS chooses the largest one. Whenall the readers close the �le, the atime �ushes on the disk.The atime update from the readers may con�ict with the explicit setattrcall when set to the past (utime(2)). However, this lays out of the scope ofthe 'Size-on-MDS' issue and rather belongs to the bug #10641 problem.Adding atime to the attribute caching on the MDS, the caching cannot beenabled when a �le is opened for read as well as for write, because evenin the case of open for read, the client needs to make extra rpc requeststo OSTs anyway.3. Getting the attribute update on the MDS.The �le is made up of objects stored on distinct OSTs. To update inodeattributes, the MDS needs to know the attribute update made by clientsand the cookies from all the OSTs whose objects have been changed. Aswas showed above, the MDS cannot trust the attribute update of the lastcloser if it was not an exclusive writer. However, an optimisation can bemade here.
• There is no need in extra Attribute Update Request in the followingcases.
• If times only are changed, the MDS can easily chose the larger one.
• If size or blocks are the same in all the Attribute Updates, there isno con�icts.
• Even if size or blocks are di�erent but ctime is also di�erent, thelarger ctime points to the later update.Thus, only in the case of di�erent size/bocks when ctime is the same, anextra attribute update is needed.4. Attribute update from a previous epoch.What the MDS should do when getting an attribute update of a previousepoch when another epoch is active on the inode? Having in mind that21



the current epoch may �nish without any attribute change, it is porbablypossible to avoid an attribute update cycle at the end of the current epochby storing the received attributes on disk.5. Attribute Update Requests on the MDS failover.There are several solutions for the MDS to obtain the attribute updatefor the inodes which are waiting for replies to Attribute Update Requests:
• The client keeps OPEN and CLOSE requests to the MDS duringthe recovery and allows the MDS to reconstruct the inode state (thecurrent way).
• The MDS �nishes the recovery after all the clients send their attributeupdates. Although this depends on the clients and OSTs interactions.
• The clients kill their 'Attribute Update' Queues on the MDS recovery.
• The MDS and clients do not do any special actions, this means theclients send the attribute updates after the MDS recovery �nishes,whereas the MDS obtains the attribute update from the OSTs.6. The OST Synchronisation.It happens sometime that OST is down for the long time awaiting a hard-ware replacement or a such. To minimize the preformance degradation forthe case such an OST needs a synchronisation on the MDS, it is possibleto disable the 'Size-on-MDS' �ag in the inode only if one of its OSTs isdown, instead of disabling it globally on the MDS.10 Focus on Inspections.

22


